
Social Media Privacy Settings Guide

LinkedIn Privacy Settings protect your professional profile from social

engineering attacks and unwanted exposure. With over 950 million members

worldwide, LinkedIn contains extensive professional and personal data that

requires careful privacy management. By configuring visibility settings, limiting

profile information, and controlling who can contact you, you can maintain a

professional presence while protecting sensitive information from data miners,

recruiters, and potential bad actors.

Here's a comprehensive step-by-step guide to secure your LinkedIn privacy.
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1 Access LinkedIn Privacy Settings

Navigate to LinkedIn's privacy and security settings to begin securing your profile.

Desktop/Web Browser (Primary Method):

Mobile App: Tap your profile photo → Settings → Access the same privacy options. Note: Desktop
provides easier navigation for comprehensive privacy setup.

👆

[Settings & Privacy Menu - Shows main privacy categories]

Tip: We recommend using desktop for initial setup as it's easier to navigate multiple
settings quickly. Mobile app can be used for maintenance.

Click your profile photo in the top navigation bar▪

Select Settings & Privacy from the dropdown▪
You'll see three main tabs:

• Account preferences

• Sign in & security

• Visibility

• Data privacy

▪
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2 Configure Profile Privacy & Information

Part A: Hide Sensitive Contact Information

Profile → Edit (Pencil icon) → Contact Info

Part B: Minimize Name Information

Profile → Edit (Pencil icon) → Name

Critical: Your contact information is prime target for social engineering. Remove or hide
everything not essential for professional networking.

Remove/Hide Birthdate: Delete or set to "Only you"▪

Email Address: Set visibility to "Only you" or "1st connections"▪
Phone Number: Remove entirely or set to "Only you"▪

Address: Remove street address, keep only city/state if needed▪
Instant Messaging: Remove all IM handles▪

Remove middle name/initial to reduce identity exposure▪
Consider using first name + last initial for maximum privacy▪

Avoid nicknames that link to other social media▪
Remove former/maiden names unless professionally necessary▪
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2 Configure Profile Privacy (continued)

Part C: Limit Location Information

Profile → Edit (Pencil icon) → Location

Part D: Public Profile Settings

Settings & Privacy → Visibility → Public profile

👆

Important: Your public profile is visible to non-LinkedIn members and search engines.
Minimize what's shown here.

Change specific city to metropolitan area only▪

Or limit to state/country level only▪
Remove postal/zip codes▪

Avoid mentioning specific neighborhoods or districts▪

Edit Your public profile URL - use random string, not your name▪

Toggle OFF Your public profile badge▪
Under Choose what shows when people search:▪

Uncheck all non-essential items▪
Keep only: First name, Last initial, Headline▪
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3 Control Visibility & Connections

Part A: Profile Visibility Settings

Settings & Privacy → Visibility

Part B: Activity & Network Visibility

Critical: Hiding your connections list prevents social engineers from mapping your
network and targeting your contacts.

Profile viewing options → Private mode (you won't see who viewed you)▪

Who can see your email → Only you or 1st connections▪
Who can see your connections → Only you▪

Who can see your last name → 1st connections only▪
Profile visibility off LinkedIn → No▪

Share profile updates with network → Toggle OFF▪
Notify connections of profile changes → Toggle OFF▪

Show activity on profile → Toggle OFF▪
Display "People Also Viewed" → Toggle OFF▪

Display "People You May Know" → Toggle OFF▪
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3 Connection Management

Part C: Managing Connection Requests

Part D: Clean Up Existing Connections

My Network → Connections → Manage

Part E: Messaging Controls

Review profiles carefully before accepting connections▪

Be wary of:
• Profiles with no photo or generic images

• Less than 50 connections

• Incomplete work history

• Recent profile creation dates

▪

Ignore requests from unknown individuals▪

Report suspicious profiles to LinkedIn▪

Review your connections list quarterly▪

Remove connections you don't recognize▪
Remove inactive or suspicious accounts▪

Consider removing recruiters if not job searching▪

InMail from non-connections → Consider disabling▪

Set messaging preferences to 1st connections only▪
Block spam senders immediately▪
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4 Security & Data Protection

Part A: Account Security

Settings & Privacy → Sign in & security

Part B: Data Privacy Controls

Settings & Privacy → Data privacy

Critical: Two-factor authentication is your best defense against account takeover. Enable
it immediately.

Enable Two-step verification immediately▪

Use authenticator app (not SMS)▪
Create unique password - 16+ characters▪

Review Where you're signed in - remove unknown sessions▪
Update security questions with non-guessable answers▪

Permitted services → Review and remove unnecessary apps▪
Data for Generative AI Improvement:▪

Toggle OFF "Use my data for training"▪
Job seeking preferences → Share with recruiters OFF (unless actively searching)▪

Salary data → Toggle OFF data collection▪
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4 Advanced Privacy Settings

Part C: Search & Discovery Controls

Part D: Content & Activity Privacy

Part E: Regular Maintenance

Profile visibility in search engines→ Toggle OFF▪

Signal your interest to recruiters → OFF (unless job searching)▪
Open to work → Only visible to recruiters (never all LinkedIn)▪

Creator mode → Keep OFF unless needed▪

Avoid commenting on public posts▪

Don't react to posts outside your network▪
Limit sharing articles or updates▪

Turn off Follow hashtags to reduce exposure▪
Review tagged photos and untag yourself if needed▪

Review privacy settings monthly▪
Check active sessions quarterly▪

Audit connections every 3 months▪
Update password every 6 months▪

Monitor LinkedIn security announcements▪
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✓ Privacy Settings Verification

Your LinkedIn is now secured. Verify these critical settings:

Profile Information: Visibility Controls:

Discovery Settings: Security:

Data Privacy: Results Achieved:

Ongoing Protection: Review settings monthly. LinkedIn frequently updates privacy
options. Audit connections quarterly and remove suspicious profiles. Stay informed about
LinkedIn security updates. Total setup time: 10-15 minutes.

P i i fi d V i hID d d

Birthdate→ Removed/Hidden▪

Email/Phone → Only you▪
Middle name → Removed▪

Location → State/Country only▪

Connections list → Only you▪

Profile views → Private mode▪
Activity updates → OFF▪

Public profile → Minimal▪

Search engines → OFF▪

People also viewed → OFF▪
Suggestions → OFF▪

Open to work → Hidden▪

Two-factor auth → ON▪

Strong password → Set▪
Sessions reviewed → Clean▪

Security questions → Updated▪

AI training → OFF▪

Third-party apps → Reviewed▪
Salary data → OFF▪

Job preferences → Hidden▪

Protected from social engineering▪

Professional presence maintained▪
Personal data minimized▪

Network connections secured▪


