
Social Media Privacy Settings Guide

Instagram Privacy Settings help protect your profile from social engineering and

unwanted attention. By configuring your account privacy, you can restrict who

sees your posts, stories, and personal information. With over 2 billion monthly

active users, Instagram's privacy controls are essential for limiting your profile

visibility to only trusted connections and preventing strangers from accessing

your content or finding you through searches.

Here's a comprehensive step-by-step guide to secure your Instagram privacy.
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1 Access Instagram Privacy Settings

Navigate to Instagram's privacy settings to begin securing your account.

Mobile App (Primary Method - iOS/Android):

Desktop/Web Browser: Limited privacy options available. Access via profile → Settings → Privacy
and Security. Most privacy settings require the mobile app.

👆

[Settings Menu - Shows Account privacy option highlighted]

Important: Most Instagram privacy settings are only available through the mobile app.
We recommend using your phone for this privacy checkup.

Tap your profile icon (bottom right corner)▪
Tap the menu icon (☰) in the top right corner▪
Tap Settings and privacy▪
Tap Account privacy▪



Social Media Privacy Settings Guide

2 Configure Account Privacy & Profile

Part A: Make Your Account Private

Part B: Profile Visibility Settings

Part C: Activity Status

Critical: A private account is your first line of defense. Without this, all other privacy
settings are less effective.

In Account privacy, toggle Private account to ON▪
This ensures only approved followers can see your posts and stories▪
New follower requests will require your approval▪

Profile Photo: Don't use a real photo of yourself▪
Bio Information: Limit personal details in your bio▪
Username: Avoid using your real full name▪
Remove or limit contact information (email/phone) from bio▪

Go back to Settings and privacy▪
Tap Messages and story replies▪
Toggle OFF Show Activity Status▪
This hides when you were last active on Instagram▪
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2 Configure Account Privacy (continued)

Part D: Story and Post Settings

Part E: Comments and Mentions

Part F: Location Settings

👆

In Settings and privacy→ Account privacy▪
Tap Story▪
Toggle OFF Allow sharing to story▪
Toggle OFF Allow sharing as message▪
Under Hide story from, add any followers you want to exclude▪

Go to Hidden Words settings▪
Toggle ON Hide comments▪
Toggle ON Hide message requests▪
In Mentions, select People you follow or No one▪
In Tags, select Manually approve tags▪

Never add location tags to posts or stories▪
In phone settings, disable location access for Instagram app▪
Remove any previously tagged locations from old posts▪
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3 Control Discovery & Contact Settings

Part A: How People Find You

Part B: Suggested Accounts

Part C: Ad Preferences

Important: These settings prevent Instagram from using your activity for targeted
advertising and reduce your profile's discoverability.

In Settings and privacy→ Account privacy▪
Under Connections:▪
Toggle OFF Connect contacts▪
Toggle OFF Connect to Facebook▪

This prevents Instagram from suggesting your profile to contacts▪

Toggle OFF Show account suggestions▪
This stops Instagram from suggesting you to others▪
Toggle OFF Similar account suggestions▪

Go to Ads → Ad preferences▪
Tap Ad topics → Select all and choose See fewer▪
Toggle OFF data from partners▪
For Social interactions, select Only me▪
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3 Essential Security Settings

Part D: Login Security

Part E: Login Activity

Part F: Password Requirements

Critical: Two-factor authentication is essential to prevent account takeover, even if your
password is compromised.

In Settings and privacy→ Accounts Center▪
Tap Password and security▪
Enable Two-factor authentication▪
Choose authentication app (recommended) or SMS▪
Save backup codes in a secure location▪

Check Login activity regularly▪
Review all logged-in devices▪
Remove any unrecognized sessions immediately▪
Enable Security alerts for suspicious activity▪

Use a unique password (never reused from other sites)▪
Minimum 16 characters with symbols, numbers, and capitals▪
Consider using a password manager▪
Change password if any suspicious activity detected▪
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4 Block & Restrict Management

Managing Unwanted Connections

Using Restrict Feature

Review Current Followers

Tip: Regularly audit your followers list. Remove anyone you haven't interacted with or
don't know personally.

In Settings and privacy → Blocked▪
Block any profiles you don't know in real life▪
Block suspicious or bot-like accounts immediately▪
Consider blocking accounts that view your stories but don't follow▪

For accounts you can't block (coworkers, acquaintances)▪
Restricted accounts can't see when you're online▪
Their comments only visible to them unless approved▪
Message requests go to a separate folder▪

Go to your profile → Followers▪
Remove followers you don't recognize▪
Remove inactive or suspicious accounts▪
Keep only trusted, real-life connections▪
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✓ Privacy Settings Verification

Your Instagram is now secure. Verify these settings:

Account Privacy: Story & Posts:

Discovery Controls: Security:

Comments & Messages: Results Achieved:

Maintenance: Review these settings every 2-3 months. Instagram frequently updates
privacy options. Regularly audit your followers and remove unknown accounts. Total setup
time: 5-10 minutes.

Privacy settings configured per VanishID standards

Private account → ON▪
Activity status → OFF▪
Profile photo → Not real photo▪

Story sharing → OFF▪
Message sharing → OFF▪
Manual tag approval → ON▪

Contact sync → OFF▪
Facebook connect → OFF▪
Suggestions → OFF▪

Two-factor auth → ON▪
Strong password → Set▪
Login alerts → ON▪

Hidden words → ON▪
Mentions → Restricted▪
Message requests → Filtered▪

Profile hidden from strangers▪
Protected from social engineering▪
Reduced ad targeting▪




