
Social Media Privacy Settings Guide

Facebook Privacy Settings allow you to control who can see your profile, posts,

and personal information. Through the Privacy Checkup tool, you can restrict

your entire profile to friends only, remove yourself from search engines, and limit

how people can find you. Facebook has over 3 billion users worldwide, making

privacy settings essential for protecting your personal information from

unwanted viewers and data collection.

Here's a comprehensive step-by-step guide to secure your Facebook privacy.
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1 Access Facebook Privacy Checkup

Navigate to Facebook's Privacy Checkup tool to begin securing your profile.

Desktop/Web Browser:

Mobile App (iOS/Android):

👆

[Privacy Checkup Main Screen - Shows available privacy options]

Click your profile picture in the top right corner▪
Select Settings & Privacy from the dropdown▪
Click Privacy Checkup▪

Tap the menu icon (☰)
• iOS: Bottom right corner
• Android: Top right corner

▪

Tap Settings & Privacy▪
Tap Settings▪
Tap Privacy Checkup▪
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2 Who Can See What You Share

Part A: Profile Information

Important: Setting profile information to "Only Me" provides maximum privacy.
Choose "Friends" only for information you're comfortable sharing.

Click/Tap Who can see what you share▪
Click Continue▪
Review and adjust each profile field:▪

Email address → Set to Only Me▪
Phone number → Set to Only Me▪
Birthday → Set to Friends or Only Me▪
Hometown → Set to Friends or Only Me▪
Current city → Set to Friends or Only Me▪
Work → Set to Friends or Only Me▪
Education → Set to Friends or Only Me▪
Relationship → Set to Friends or Only Me▪

Click Next when all fields are configured▪
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2
Who Can See What You Share
(continued)

Part B: Posts and Stories

Part C: Limit Past Posts

👆

Warning: Limiting past posts is permanent and cannot be undone. Once you
limit past posts to Friends, you would need to individually change each post back
to public if desired. This affects ALL your previous public posts at once.

Set Default audience for posts → Friends▪
Set Story audience → Friends▪
Click Next▪

Click Limit Past Posts▪
Click Limit to change all previous public posts to Friends only▪
Confirm your choice when prompted▪
Click Done▪
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3 How People Can Find You on Facebook

Configure discovery settings to limit who can find your profile:

Friend Requests:

Search Settings:

Search Engine Visibility:

Critical: Disabling search engine visibility prevents your Facebook profile from
appearing in Google, Bing, and other search results. Essential for privacy.

Click/Tap How people can find you on Facebook▪

Who can send you friend requests → Friends of Friends▪

Who can look you up using the email address
→ Friends or Only Me

▪

Who can look you up using the phone number
→ Friends or Only Me

▪

Do you want search engines outside of Facebook to link to your profile
→ Toggle OFF

▪

Click Done to save all settings▪



Social Media Privacy Settings Guide

✓ Privacy Settings Verification

Your Facebook profile is now private. Verify these settings:

Profile Information: Post Visibility:

Discovery Controls: Results Achieved:

Note: Privacy Checkup should be reviewed every 3-6 months as Facebook
regularly updates privacy options. The entire process takes 3-5 minutes to
complete. Settings apply immediately once saved.

Privacy settings configured per VanishID standards

All profile data →
Friends/Only Me

▪

Email/Phone → Only Me▪
Personal details →
Restricted

▪

Default audience → Friends▪
Stories → Friends only▪
Past posts → Limited to
Friends

▪

Friend requests → Friends
of Friends

▪

Lookup → Restricted▪
Search engines → Disabled▪

Profile hidden from
strangers

▪

Removed from search
engines

▪

Information protected▪


