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Here is a practical guide on establishing a family safe phrase system to protect against AI impersonation 
scams, based on the strategies discussed by security experts and thought leaders in the field.

The Core Concept: The "Safe Phrase" Protocol
The strategy relies on a shared secret—a specific word, phrase, or code known only to immediate family 
members and trusted inner circles. In an era where AI can perfectly clone voices and generate realistic 
video deepfakes, this low-tech verification method remains one of the most effective defenses against 
social engineering attacks.

How It Works
1. Establish the Secret:

 Choose a word or phrase that is easy to remember but hard to guess. Avoid common passwords, 
pet names, or birth years.

 Examples: A favorite childhood nickname, a specific location from a family trip, or a random 
combination of words (e.g., "Blue Elephant Tuesday").

 Crucial Rule: This phrase must never be shared publicly on social media or used in digital 
communications that could be scraped by AI models.

2. Define the Trigger Scenarios:

 Agree on when the phrase must be used. Common triggers include:

o Any request for money or financial help via phone/text.

o Reports of an emergency (arrest, accident, hospitalization).

o Unexpected calls from a family member who usually contacts you differently.

o Requests for sensitive information (passwords, account numbers).

3. The Verification Process:

 If a family member contacts you under suspicious circumstances (especially if they sound 
distressed or urgent), pause and ask for the safe phrase.

 The Test: "What is our safe phrase?" or "Tell me the code we agreed on."

 The Outcome:

o Correct Phrase: Proceed with the conversation, but remain cautious.

o Incorrect/Missing Phrase: Assume it is a scam. Hang up immediately. Do not engage 
further. Call the person back on a known, trusted number to verify their safety.
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Why This Strategy is Effective
 AI Limitations: While AI can mimic a voice's tone, pitch, and cadence, it cannot access your family's 

private, offline memories or secrets. It cannot "hallucinate" a specific code you invented together 
unless it was leaked online.

 Psychological Disruption: Scammers rely on urgency and panic to bypass critical thinking. Asking for a 
safe phrase breaks the script, forcing the scammer to stall or reveal themselves.

 Universal Application: This works for voice calls, video calls (where deepfakes are possible), and even 
text messages if the scammer tries to claim they are "locked out" of their usual communication 
channels.

Implementation Best Practices
 Family Meeting: Sit down with all family members (including elderly parents and young adults) to 

explain the risk of AI cloning and agree on the phrase.

 Regular Updates: Change the phrase every 6–12 months or if there is any suspicion it has been 
compromised.

 Expand the Circle: Consider extending this protocol to close friends, coworkers, or business partners if 
you frequently discuss sensitive matters with them.

 Don't Panic, Just Verify: If a loved one is actually in trouble, they will understand the delay caused by 
the verification. A real emergency can wait 30 seconds for a code; a scam cannot.

What to Do If the Phrase Fails
If the caller cannot provide the phrase:

1. Hang up immediately. Do not argue or try to "help" them figure it out.

2. Verify independently. Call the family member back on a number you already have saved in your 
contacts.

3. Report it. If it was a scam, report the incident to local authorities or consumer protection agencies to 
help track the trend.

By treating the safe phrase as a non-negotiable part of your family’s security hygiene, you create a human 
firewall that current AI technology cannot easily breach.
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